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PKI Technology

-The profiles for PKI operational management protocols must
be based on PKIX (X¢+%-based PKI).

-Public Key Infrastructure and Certificate Revocation List
(CRL) profile must be based on X.©+% oYA. and its update

-Time stamp service (TSP) profile must be according to the
RFC YY1 and its update

-Online Certificate Status Protocol (OCSP) profile must be
according to the RFC 147 +and its updates

-At least one of the following algorithms must be deployed.

*Symmetric algorithms (AES, YDES, CASTY, BLOWFISH,
TWOFISH, IDEA.)

*Asymmetric algorithms (DSA, RSA, ELGamal)
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*Hash algorithms (SHAY with YY¢/Ye7/YA£/eNYhit output )

-Minimum RSA/DSA key lengths must be at least Y £A bits.
Increasing the length to ¢+ %1 bits is recommended with a view
to guaranteeing Long term security levels.

-A baseline Certificate Policy for service providers issuing
gualified certificates should be written according to the IETF
(Internet Engineering Task Force) PKIX framework RFC Y&V,

-electronic signature supports LTV(long Term Verification)that
may be technically implemented through electronic signature
standards e.g( XAdES(XML Advanced Electronic Signature)
Baseline Profile CAJES (CMS Advanced Electronic Signature)
Baseline Profile PASES(PDF Advanced Electronic Signature)
Baseline Profile)

1 5 yadll
Hardware Security Modules

-For e-signature creation and verification product and in
trustworthy hardware devices used as secure signature
creation devices, it isrequired to have concurrent acceptance
and usage of FIPS )¢ .-Ylevel Yor higher, or CC EAL®+ or
higher.

z 3)355\
Electronic signature creation devices

The creation devices are able to store private e-signature keys
for its holder without delivering the key to the outside world.
Therefore, the calculation of the signature algorithm as well as
its storage is performed in a highly secure environment inside a
creation device. Thus, it is required to have creation devices
which use the most advanced security standard available in the
market.
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Feature Details
Supported Windows server Y+ +A/RY,
operating systems Windows Server Y)Y

andY )Y RY, Mac OS, Linux,
Windows A, Windows ) *

APl & Standards PKCS#) ), Microsoft CAPI,
PC/SC, X.e+4 vY certificate

On-board security algorithms Symmetric: YDES (ECB,
CBC), AES () YA, Y4Y, Yor
bits)

Hash: SHA-Ye1, SHA-YA¢,
SHA-2)Y

RSA: up to RSA Y- £A bits
(and optionally up to ¢+ 41
bits)

Elliptic curves: P-Ye1,
ECDSA, ECDH

On-card asymmetric key pair
generation (RSA up to

RSAY . ¢A & Elliptic curves

FIPS Y¢.-Y level ¥ or higher
Security

certifications or CC EALS+ or higher

Yy
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Security Standards

Information Security Management Standard (ISMS) as ISO/IEC
YV.+«) and its guidance ISO YV: Y (recommended)

2 5yl
Operation Standards

ETSI (The European Telecommunications Standards Institute)
ETSI ENYY® €)Y v, Y, Y(YYA-+ &) Policy requirements for
certification authorities issuing qualified certificates, specifically
Chapter ¢, which covers the following parts:

-Certification practice statement
-Key management life cycle
-Certificate Management life cycle
-CA management and operation
-Or equivalent standard
g 5 yadll
Ll dad gl 55 iy Spaaill Llal) & 53a) ddalud) 33lgd Ay (V) A8 JSAI
YA/UY Y8 b gadla gin Al

Certificate Serial Number (S/N): la b bd aA fa Id fv ed
Subject Key Identifier:
1c:cleaereArcecacda’YdYdAYYecadfy) « ££dYYY
Certificate Thumbprint:
dredAYareYvaAcdelceYEYATEvocT Y EY «fYfe

Yy
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Certificate Serial Number (S/N):

* In Decimal format:

FYTY o TACAYOAAEA9Y000AY  IVAYA0q Y TIVYY EVAAGEAE Y YY)
* In Hexadecimal format:

YYoebAYYDbéagagode vd «Y e gfdc ¢+ Y cf 4Y g¢ €93 Yf
Certificates fingerprint(s):

SHA-Yo 1 :40BY-ASBY-Ac)Y-AADA-4YVYF-£¢Aco-YAAY-BDC-

YC:V-0F4%)

AACY-E££1-CYoE-BYOB-AGTA-YTA{-0¢9
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_*~~VI\I\£@J&=\JM\*~~VMV

Yoo ddid e d By g el 1AL (YY) Al AeY) Balall aa Ay Ciliay(Y)

B, jyalladg olldg Yo v o Aiud V08 a8y o) ogh 1AL (15 8a ¥ o) ab g Bauas Bala ciliatg
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